Electronic Signatures in Germany

I The German legislation
The Electronic Signature Directive was 1 an "advanced electronic signature" is an electronic signature which is uniquely linked to the signatory, is capable of identifying the signatory, is created using means that the signatory can maintain under his sole control and eventually is linked to the data to which it relates in such a manner that any subsequent change of the data is detectable. A "qualified certificate" is a certificate that meets the requirements laid down in Annex I and is provided by a certification-service-provider who fulfills the requirements laid down in Annex 
I Note
The German SigG provides for voluntary accreditation in Art. 15. This means that a certification service provider may apply for an accreditation with the relevant official authorities. It has to comply with further requirements of the SigG. This means that such certification service provider has to present a security concept in the sense of Art. 4 § 3 in which it shows that it meets the requirements of both the SigG and the
Signaturverordnung (Regulations on Electronic
Signatures), Art. 15 § 1 SigG. This security concept has to be approved by a certification body ("Bestätigungsstelle"), Art. 15 § 2 SigG. If the certification body approves the security concept, the certification service provider is entitled to call itself "accredited certification service provider" and to rely on the approved security in the course of business and legal relations. 
I Products for electronic signatures
I Relevance of the Recognition
It has to be pointed out that under German law, the use of qualified electronic signatures in the sense of the SigG amongst other things has at least two important consequences. First, pursuant to Art. 126a of the German Civil Code, qualified electronic signatures in the sense of the SigG are to be recognized as legally equivalent to handwritten signatures.
Secondly, according to Art. 292a of the German Code of Civil Procedure, it is presumed that an electronic declaration that has been signed with a qualified electronic signature in the sense of Art. 126a of the German Civil Code is an authentic declaration of the signature-holder. Thus, in a litigation the party who contests the authenticity of the electronic declaration of the other party has to present facts that cause reasonable doubts that the declaration in question has been made willingly by the signature-holder. Consequently, if an electronic signature originating in a member state of the EU or the EFTA or a third country is recognized as legally equivalent to qualified electronic signatures in the sense of the SigG, it may comply with the requirements of a handwritten signature, and the signature-holder may rely on the presumption provided for by Art. 292a German Code of Civil Procedure. So, if the opponent contests the authenticity of the electronic declaration that has been signed with an electronic signature originating in a third country that is recognized legally equivalent to a qualified electronic signature in the sense of Art. 126a of the German Civil Code, the opponent has to present facts that cause reasonable doubts that this declaration has been made willingly by the signature-holder.
By contrast, if the electronic signature originating in a third country is not recognized as legally equivalent to a qualified electronic signature in the sense of Art. 126a of the German Civil Code, the signature-holder has to prove that the declaration in question has been made willingly by him. In that case, the signatureholder has to present witnesses who may testify accordingly, which in fact means that he may only sign electronically in the presence of a witness. In practice, it is assumed that this will rarely happen, since documents in general are signed alone and so are or will be electronic documents. Therefore, it may be of great advantage for the signature-holder if his electronic signature is recognized legally equivalent to qualified electronic signatures in the sense of Art. 126a German Civil Code. 
Electronic Signatures in France
I The two categories of signature used by the Directive
The Directive, in article1, refers to a "framework for electronic signatures". The plural used in that phrase does not simply refer to the signatures that exist in every member state. It refers to the two categories of signatures introduced by the Directive.
Those two categories may be characterized in the following way:
I The "simple" electronic signature which is only destined as authentication (to guarantee identity) of the author of a message, and which is only a method of authentication.
I The "advanced" electronic signature which guarantees identity and integrity of a message and which, taking into account stringent conditions of its delivery, is destined to have the same legal value as the hand written signature These are in fact two different forms of electronic signatures which do not have the same legal value and which result from two different cultures. 
I The Roman culture of the identity card
I The Anglo-Saxon culture of authentication
Our English friends ignore the mechanism of identity card that constitutes strong reference in terms of a proof. They are much more familiar with "methods of authentication" which are practically the contractual procedures by which two persons define the specific signs by which they would be mutually recognizable. This is the culture of "authentication" that takes different forms, such as the use of a password, access code, chip card or USB key. These methods are often used in private or semi-private networks, like a safe guarded intranet.
This method of proceeding has a direct influence on the understanding of electronic signature. Very simply one could say that the signature being a "method of the authentication" for some, would be the "identity" and "consent" for the others. However, those two forms are not subject to the same technical requirements. 
I The complexity of advanced electronic signature understood as a tool of identification and consent
From a legal point of view, the advanced electronic signature guaranties the integrity of a message and identity of its author. The tools that are used to produce it (qualified certificates) are delivered observing stringent conditions. Notably, the provider of certification services should assure by physical contact, the existence and the identity of a given person or legal entity. Secondly, the certificate should be produced with the technology that responds to the stringent technical requirements, guaranteeing the holder of such a certificate against all risk of duplicating such a certificate. Finally, the provider of the certification services should present the special guaranties of competence and organization to obtain the right to issue the certificates characterized as "qualified".
To sum up, the advanced electronic signature does not have much to do with the simple method of authentication, which is the simple signature. 
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